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1. Introduction
1.1 Purpose
This document captures the complete set of functional and non-functional requirements for the Indovision TA-ATS (Talent Acquisition - Applicant Tracking System). The system automates the end-to-end recruitment lifecycle from requirement intake through candidate placement, including AI-driven calling, screening, and evaluation. The platform serves web (desktop and mobile responsive) users in Phase 1 and is architected to support a hybrid mobile application in Phase 2 using the same REST API suite and business logic layer.
1.2 Document Scope
The requirements herein are organized module-wise so that the development, testing, and deployment teams can plan, build, and validate each module independently while preserving overall system coherence. Every requirement carries a unique ID (REQ-<Module>-<Number>) to support traceability through HLD, LLD, code, and test artifacts.
1.3 Intended Audience
1. Product Owner / Sponsor (Indovision Services management)
1. Project Manager and Delivery Lead
1. Solution Architect and Tech Lead
1. Backend, Frontend, and Mobile Developers
1. QA / Test Engineers
1. DevOps / Infrastructure Engineer
1. Recruitment Operations team (end users)
1. Compliance and Information Security reviewers
1.4 Definitions, Acronyms, Abbreviations
	Term
	Definition

	ATS
	Applicant Tracking System - software for managing candidates through the hiring pipeline.

	JD
	Job Description

	CV / Resume
	Candidate's curriculum vitae document

	RBAC
	Role-Based Access Control

	STT
	Speech-to-Text - conversion of spoken audio to written text

	TTS
	Text-to-Speech - synthesis of written text into spoken audio

	IVR
	Interactive Voice Response

	SLA
	Service Level Agreement

	MFA
	Multi-Factor Authentication

	SSO
	Single Sign-On

	DRF
	Django REST Framework

	API
	Application Programming Interface

	CTC
	Cost to Company - total annual compensation

	NP
	Notice Period

	Dealbreaker
	A candidate response that disqualifies them outright (e.g., wrong location, expired visa)




2. Project Overview
Indovision TA-ATS is a web-first, API-driven recruitment automation platform that combines traditional ATS workflows with AI-driven candidate outreach. The platform replaces fragmented spreadsheets, manual calling, and disparate tools with one configurable system covering job intake, sourcing, ranking, calling, screening, interviewing, and reporting.
2.1 Business Drivers
1. Reduce time-to-hire by automating screening calls and ranking.
1. Improve recruiter productivity through configurable workflows and bulk operations.
1. Centralize candidate data with full audit trail and analytics.
1. Enable scaling to multiple parallel hiring drives without proportional headcount growth.
1. Provide hiring managers and customers with real-time visibility into the pipeline.
2.2 High-Level Capabilities
1. Configurable dashboard per role and per job.
1. JD authoring with custom parameters that can be added/changed without code deployment.
1. Multi-source candidate sourcing: LinkedIn, Naukri, self-portal, manual upload, plus extensible adapters.
1. CV ranking with configurable scoring parameters.
1. AI calling engine with retry, IVR, multi-channel (call, email, WhatsApp).
1. AI interview with STT, scoring engine, and dealbreaker detection.
1. Round 2 (technical) and Round 3 (final) scheduling with calendar integration.
1. Reporting dashboards, PDF candidate reports, exportable data.
1. Strict RBAC with device-binding for limited-device login users.


3. Scope & Objectives
3.1 In-Scope (Phase 1)
1. Web application (desktop & mobile-responsive) with full ATS workflow.
1. REST API layer sufficient for both web and future hybrid mobile.
1. AI calling, AI interview, AI evaluation modules.
1. Integrations: LinkedIn (via API/adapter), Naukri (via API/adapter), email, WhatsApp Business, calendar (Google/Outlook), telephony provider.
1. Admin console for RBAC, device binding, configuration.
1. Reporting, dashboards, PDF generation.
3.2 In-Scope (Phase 2)
1. Hybrid mobile app (iOS + Android) consuming the same APIs.
1. Push notifications via FCM/APNs.
1. Offline-first mode for recruiters on the move.
3.3 Out of Scope
1. Payroll, HRIS, performance management.
1. Onboarding workflow post-offer-acceptance (may be a future phase).
1. Background verification (integration possible later).
3.4 Objectives & Success Metrics
	Objective
	KPI
	Target

	Reduce screening time
	Hours saved per 100 candidates
	≥ 70% reduction

	Increase recruiter throughput
	Candidates processed per recruiter/day
	≥ 3x baseline

	Improve candidate quality
	Conversion: Shared CV → Customer Interview
	≥ 60%

	Hiring velocity
	Average days from JD-open to offer
	≤ 21 days

	System availability
	Monthly uptime
	≥ 99.5%

	AI call connect rate
	Calls answered / calls dialled
	≥ 35%

	AI scoring accuracy
	Agreement with human reviewer
	≥ 85%




4. Stakeholders & User Roles
4.1 Roles
	Role
	Access Scope
	Key Responsibilities

	Super Admin
	Full system
	Tenant config, master user setup, system parameters, audit logs

	Admin
	Org-level
	User mgmt, RBAC mgmt, device binding policy, integrations setup

	Hiring Manager
	Assigned jobs
	Approve JD, review shortlists, final interview decisions

	Team Lead / Recruitment Manager
	Team's jobs
	Assign recruiters, define screening parameters, review ranks

	Recruiter
	Own jobs
	Author/refine JDs, source candidates, run round-1 calls, share shortlists

	Technical Interviewer
	Assigned interviews
	Conduct round-2, record notes, submit recommendation

	Customer / Hiring Manager (external)
	Shared shortlists
	View shortlisted CVs, schedule final interview, confirm result

	Candidate
	Self-service portal (optional)
	Apply, upload CV, view status, schedule slots

	Auditor (read-only)
	Logs, reports
	Compliance audits, data access reviews


4.2 Access Control Principles
1. Role permissions are configured by Admin from a module + action matrix (e.g., Module = JD, Actions = View/Create/Edit/Delete/Approve).
1. Object-level scope: a user only sees rows they are authorized for (their job, their team, their tenant).
1. Device-binding policy: optional per-user setting. When enabled, a user is locked to N devices (configurable). Logins from other devices are rejected until Admin clears the binding.
1. All access decisions are logged for audit.


5. Functional Requirements - Module-wise
Each requirement has the format REQ-<Module-Code>-<NNN>. Priority uses MoSCoW: M = Must, S = Should, C = Could, W = Won't (this phase).
5.1 Module 1: Authentication, RBAC & Device Binding (Code: AUTH)
Description
Handles user authentication, session management, role/permission enforcement, password policies, MFA, and device binding.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-AUTH-001
	System shall support login via email + password with bcrypt/argon2 hashing.
	M
	Security
	Completed

	REQ-AUTH-002
	System shall support optional MFA (TOTP / email OTP) configurable per role.
	M
	Security
	Completed

	REQ-AUTH-003
	System shall support password complexity, expiry (configurable, e.g., 90 days), reuse prevention (last 5).
	M
	Security
	Completed

	REQ-AUTH-004
	System shall enforce account lockout after N failed attempts (configurable, default 5) with admin unlock.
	M
	Security
	Completed

	REQ-AUTH-005
	Admin shall create/edit/disable users and assign roles.
	M
	Ops
	Completed

	REQ-AUTH-006
	System shall provide role + permission matrix (Module × Action) editable by Admin.
	M
	Ops
	Completed

	REQ-AUTH-007
	Admin shall enable device-binding per user with configurable max devices (default 1).
	M
	User
	Pending

	REQ-AUTH-008
	When device-binding is enabled, login from a non-bound device shall be denied with a clear message and an audit entry.
	M
	User
	Pending

	REQ-AUTH-009
	Admin shall reset/clear a user's device binding from the user profile screen.
	M
	User
	Pending

	REQ-AUTH-010
	System shall issue JWT (access + refresh) tokens with configurable TTLs.
	M
	Arch
	Completed

	REQ-AUTH-011
	System shall support session revocation (logout-everywhere).
	S
	Ops
	In Progress

	REQ-AUTH-012
	All authentication and authorization events shall be logged with user, IP, device fingerprint, and timestamp.
	M
	Compliance
	Completed

	REQ-AUTH-013
	System shall support optional SSO (SAML/OIDC) in a later phase.
	C
	Future
	Pending

	REQ-AUTH-014
	System shall provide self-service password reset via verified email.
	M
	User
	Completed


5.2 Module 2: Dashboard & Configuration (Code: DASH)
Description
Role-aware, configurable dashboard that summarizes work-in-progress, KPIs, and pending actions. Each user role and each job can configure visible widgets, filters, and KPI definitions without code change.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-DASH-001
	Dashboard shall display widgets specific to the logged-in role.
	M
	User
	Completed

	REQ-DASH-002
	Admin/Manager shall configure visible widgets, default filters, and KPI thresholds per role.
	M
	User
	Pending

	REQ-DASH-003
	User shall personalize their own dashboard layout (reorder, hide/show within allowed widgets).
	S
	User
	Completed

	REQ-DASH-004
	Dashboard shall show open jobs, candidates by stage, calls scheduled today, calls completed, average score, conversion funnel.
	M
	User
	Completed

	REQ-DASH-005
	Each widget shall be drillable to the underlying list/detail screen.
	M
	User
	Completed

	REQ-DASH-006
	Dashboard data shall refresh automatically (configurable, default 60s) and on demand.
	M
	User
	In Progress

	REQ-DASH-007
	Dashboard shall export current view to CSV/PDF.
	S
	Ops
	Completed

	REQ-DASH-008
	Configurable input/output parameters shall be defined in a metadata store and rendered dynamically.
	M
	Arch
	Pending


5.3 Module 3: Job Description Management (Code: JD)
Description
Captures the requirement from customer/stakeholder, assigns recruiter(s), refines JD, controls posting to LinkedIn, Naukri, the self-portal, and other channels. The JD parameter set is extensible at runtime.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-JD-001
	Manager shall create a new JD with title, department, location, experience band, CTC band, notice period, must-have skills, good-to-have skills, qualifications, and shift.
	M
	Workflow
	Completed

	REQ-JD-002
	Admin shall add/remove custom JD parameters via configuration (no code change). New parameters appear on the JD form dynamically.
	M
	User
	Completed

	REQ-JD-003
	Manager shall assign one or more Recruiters to a JD.
	M
	Workflow
	Completed

	REQ-JD-004
	Recruiter shall refine and submit JD for manager approval (with version history).
	M
	Workflow
	Completed

	REQ-JD-005
	On JD approval, JD shall be marked Active.
	M
	Workflow
	Completed

	REQ-JD-006
	Active JD shall be postable to LinkedIn, Naukri, self-portal, and other configured channels via the Integration Layer.
	M
	Workflow
	In Progress

	REQ-JD-007
	Posting status (pending/posted/failed) per channel shall be tracked and visible on the JD detail view.
	M
	Ops
	Completed

	REQ-JD-008
	Recruiter shall be able to clone a JD.
	S
	User
	Completed

	REQ-JD-009
	JD shall support attachments (additional documents).
	S
	User
	Completed

	REQ-JD-010
	JD shall support technical question bank with expected answer templates and weights.
	M
	AI
	Completed

	REQ-JD-011
	JD shall define benchmarking thresholds (Eligible/Review/Not Eligible) per role.
	M
	AI
	Pending

	REQ-JD-012
	Audit log shall capture every change to a JD with user and timestamp.
	M
	Compliance
	In Progress


5.4 Module 4: Candidate Sourcing & CV Ingestion (Code: SRC)
Description
Allows recruiters to search candidates from the self-portal, LinkedIn, Naukri, other portals, or upload manually (CSV/Excel/PDFs). All ingested candidates are normalized into a single Candidate schema.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-SRC-001
	Recruiter shall search self-portal database by skills, experience, location.
	M
	Workflow
	Completed

	REQ-SRC-002
	System shall ingest candidates from LinkedIn (via supported API/adapter).
	M
	Workflow
	Pending

	REQ-SRC-003
	System shall ingest candidates from Naukri (via supported API/adapter).
	M
	Workflow
	Pending

	REQ-SRC-004
	Recruiter shall upload CVs in PDF/DOCX with bulk upload and CSV/Excel candidate lists.
	M
	Workflow
	Completed

	REQ-SRC-005
	System shall parse CV (PDF/DOCX) into structured fields: name, email, phone, total exp, skills, education, current company, current CTC, location, notice period.
	M
	Workflow
	Completed

	REQ-SRC-006
	Duplicate detection shall identify candidates by email+phone+name combination across sources.
	M
	Data quality
	Completed

	REQ-SRC-007
	Source of candidate shall be tagged and preserved (self / linkedin / naukri / upload / referral / other).
	M
	Workflow
	Completed

	REQ-SRC-008
	Recruiter shall manually create candidate when no CV is available.
	M
	Workflow
	Completed

	REQ-SRC-009
	Ingestion errors shall be reported with row-level diagnostics; the user can correct and re-ingest.
	M
	Ops
	Completed

	REQ-SRC-010
	System shall support pluggable source adapters (extensible architecture).
	M
	Arch
	Pending

	REQ-SRC-011
	system should be able to receive cv from WhatsApp and parse and store in database
	M
	Rajiv Ji
	Pending


5.5 Module 5: CV Ranking Engine (Code: RANK)
Description
Scores candidate CVs against a JD using configurable parameters (skills match, years of experience, location proximity, CTC fit, notice period, education, certifications, prior employers). All weights and inputs/outputs are configurable per JD or globally.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-RANK-001
	System shall score each candidate against an active JD when CV is ingested or re-ranked on demand.
	M
	Workflow
	In Progress

	REQ-RANK-002
	Scoring parameters and their weights shall be configurable per JD; defaults inherited from global config.
	M
	User
	In Progress

	REQ-RANK-003
	New scoring parameters can be added without code change via the Configuration module.
	M
	Arch
	Completed

	REQ-RANK-004
	Rank output shall include overall score, per-parameter score, and human-readable rationale.
	M
	User
	Completed

	REQ-RANK-005
	Top-N candidates per JD shall be auto-flagged to recruiter with the source of each.
	M
	Workflow
	Completed

	REQ-RANK-006
	Recruiter shall be able to manually override rank with mandatory reason.
	S
	User
	Completed

	REQ-RANK-007
	Re-ranking shall be supported when JD parameters change.
	M
	Workflow
	In Progress

	REQ-RANK-008
	Ranking shall be auditable: inputs, weights, scores stored for every run.
	M
	Compliance
	Completed


5.6 Module 6: Candidate Outreach - Round 1 (Code: OUT)
Description
Multi-channel candidate outreach (Email, WhatsApp, Call). Captures basic information, screens against JD parameters, schedules next round. The actual AI calling is handled by Module 9; this module manages the outreach workflow and outcome capture.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-OUT-001
	Recruiter shall trigger outreach via Email / WhatsApp / Call individually or in bulk.
	M
	Workflow
	In Progress

	REQ-OUT-002
	System shall capture candidate's responses and screening answers in a structured form.
	M
	Workflow
	Completed

	REQ-OUT-003
	Round-1 outcome shall be one of: Screened-In, Screened-Out, Call Me Later, Not Interested, No Response, Dealbreaker.
	M
	Workflow
	Completed

	REQ-OUT-004
	If next round is planned, calendar slot shall be captured and saved to interviewer calendar.
	M
	Workflow
	In Progress

	REQ-OUT-005
	Communication history per candidate shall be logged (channel, timestamp, content, agent).
	M
	Compliance
	Completed

	REQ-OUT-006
	WhatsApp messages shall use approved Business templates (DLT compliant for India).
	M
	Compliance
	Pending

	REQ-OUT-007
	Emails shall include opt-out / unsubscribe link as required by regulation.
	M
	Compliance
	Completed


5.7 Module 7: Technical / Second Round (Code: R2)
Description
Arranges and tracks the technical interview, captures interviewer notes, strengths/weaknesses, and recommendation.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-R2-001
	System shall create round-2 schedule using filtered list from round 1.
	M
	Workflow
	In Progress

	REQ-R2-002
	Calendar invites shall be sent to both candidate and technical interviewer.
	M
	Workflow
	Completed

	REQ-R2-003
	Interviewer shall capture structured feedback: scores, strengths, weaknesses, recommendation.
	M
	Workflow
	Completed

	REQ-R2-004
	Feedback is auto-attached to candidate profile and visible to hiring manager.
	M
	User
	Completed

	REQ-R2-005
	Filtered list 2 shall be auto-generated from round-2 outcomes.
	M
	Workflow
	In Progress

	REQ-R2-006
	Reschedule and cancellation flows shall be supported with reason capture.
	M
	User
	In Progress


5.8 Module 8: Customer / Final Interview (Code: R3)
Description
Manages CV shareout to the customer/hiring manager, scheduling final interview, capturing customer's selection, and the AI bot's interview notes.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-R3-001
	Recruiter shall share shortlist to customer via a secure link or email.
	M
	Workflow
	Completed

	REQ-R3-002
	Customer shall pick candidates for final interview via the shared portal (read + comment access).
	M
	Workflow
	Completed

	REQ-R3-003
	Final interview slot shall be scheduled with calendar integration.
	M
	Workflow
	In Progress

	REQ-R3-004
	During the final interview, a bot shall capture transcript and produce structured notes auto-attached to the candidate DB.
	M
	AI
	Pending

	REQ-R3-005
	Customer shall record final result: Selected / Rejected / Hold / Backup.
	M
	Workflow
	Completed

	REQ-R3-006
	On selection, candidate status shall move to Offer Stage.
	M
	Workflow
	In Progress


5.9 Module 9: AI Calling Engine (Code: AIC)
Description
Schedules and executes AI-driven phone calls at scale via telephony provider, handles retries, IVR responses, and dispositioning.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-AIC-001
	Recruiter shall define a calling window (date, start time, time-zone) per job.
	M
	Workflow
	Pending

	REQ-AIC-002
	System shall batch calls based on candidate count, configured concurrency, and SLA.
	M
	Workflow
	In Progress

	REQ-AIC-003
	Scheduler shall publish jobs to a call queue with priority and retry config.
	M
	Arch
	In Progress

	REQ-AIC-004
	AI bot shall execute calls in parallel across worker threads via the queue.
	M
	Arch
	In Progress

	REQ-AIC-005
	If candidate does not answer, the call shall be retried up to N times (configurable, default 6) on a backoff schedule.
	M
	Workflow
	In Progress

	REQ-AIC-006
	'Call Me Later' shall capture preferred slot via IVR and reschedule accordingly.
	M
	Workflow
	Pending

	REQ-AIC-007
	'Not Interested' shall mark disposition and exclude candidate from further retries.
	M
	Workflow
	In Progress

	REQ-AIC-008
	Multiple jobs shall run concurrently (multi-job parallel execution).
	M
	Workflow
	In Progress

	REQ-AIC-009
	All call outcomes shall be logged with timestamp, duration, recording URL, and disposition.
	M
	Compliance
	In Progress

	REQ-AIC-010
	Telephony provider shall be pluggable via an adapter (Twilio, Exotel, Knowlarity, etc.).
	M
	Arch
	In Progress

	REQ-AIC-011
	DND and consent rules shall be enforced before dialling.
	M
	Compliance
	Pending


5.10 Module 10: AI Interview Flow (Code: AIF)
Description
Defines the in-call conversational flow: greeting, identity confirmation, eligibility screening, technical questions, follow-up clarification, and closing.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-AIF-001
	AI shall greet, confirm candidate identity and job role.
	M
	Workflow
	In Progress

	REQ-AIF-002
	AI shall screen for CTC, location, notice period, experience, and other configured eligibility parameters.
	M
	Workflow
	In Progress

	REQ-AIF-003
	AI shall ask technical questions per the JD's question bank in a configurable order.
	M
	Workflow
	Pending

	REQ-AIF-004
	AI shall capture answers via STT in real-time.
	M
	Workflow
	Pending

	REQ-AIF-005
	AI shall ask follow-up clarifying questions when answers are ambiguous (configurable ambiguity threshold).
	M
	Workflow
	Pending

	REQ-AIF-006
	On completion, AI shall thank the candidate and inform next steps.
	M
	Workflow
	In Progress

	REQ-AIF-007
	Language: English (Phase 1); Hindi/regional in later phase.
	M
	User
	In Progress

	REQ-AIF-008
	Call shall be recorded (with consent capture during greeting) and persisted.
	M
	Compliance
	Pending


5.11 Module 11: AI Evaluation Engine (Code: AIE)
Description
Scores candidate answers based on the configured answer templates; classifies the candidate; generates per-candidate report.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-AIE-001
	STT transcript shall be sent to the Evaluation Engine post-call (or in real-time when feasible).
	M
	Workflow
	In Progress

	REQ-AIE-002
	Each answer shall be scored: Correct (100%), Partially Correct (50%), Incorrect (0%).
	M
	Workflow
	Pending

	REQ-AIE-003
	Candidate shall be classified using JD thresholds: Eligible (>=80), Review (50-79), Not Eligible (<50).
	M
	Workflow
	In Progress

	REQ-AIE-004
	Dealbreaker rules shall short-circuit classification (e.g., wrong location, expired visa).
	M
	Workflow
	Pending

	REQ-AIE-005
	Scoring weights and thresholds shall be configurable per JD.
	M
	Arch
	Pending

	REQ-AIE-006
	Evaluation results shall include reasoning that links each score to the captured answer text.
	M
	User
	In Progress

	REQ-AIE-007
	Evaluation history shall be re-runnable on existing transcripts when scoring rules change.
	S
	Ops
	Completed


5.12 Module 12: Reporting & Notifications (Code: REP)
Description
Generates candidate-level and job-level reports; sends notifications to recruiters and hiring managers.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-REP-001
	System shall generate per-candidate PDF report including profile, transcript, scores, classification, and recommendation.
	M
	Workflow
	Completed

	REQ-REP-002
	Job dashboard shall summarize: total candidates, by stage, average score, conversion funnel.
	M
	User
	Completed

	REQ-REP-003
	Overall dashboard shall summarize across all active jobs.
	M
	User
	Completed

	REQ-REP-004
	Recruiter shall be notified by email when a calling cycle is complete.
	M
	Workflow
	In Progress

	REQ-REP-005
	Hiring Manager shall access reports, filter by score band, export to CSV/Excel/PDF.
	M
	User
	Completed

	REQ-REP-006
	Customer shall receive shortlists via secure email/portal link.
	M
	Workflow
	Completed

	REQ-REP-007
	Scheduled reports (daily/weekly digest) shall be supported.
	S
	User
	Pending

	REQ-REP-008
	notification should be on WhatsApp also when his intervention is needed or when process is completed and his action need to be started
	M
	Rajiv Ji
	Pending


5.13 Module 13: Configuration Management (Code: CFG)
Description
Central, version-controlled configuration store for parameters that change per tenant, role, or job: JD fields, ranking weights, screening questions, scoring thresholds, dashboard widgets.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-CFG-001
	Admin shall define new parameters (name, type, validation, default, ui-position) without code change.
	M
	Arch
	In Progress

	REQ-CFG-002
	Parameters shall be grouped into schemas (e.g., JD-Schema, Ranking-Schema, Screening-Schema).
	M
	Arch
	Pending

	REQ-CFG-003
	Schemas shall be versioned; existing records shall continue to render against the version they were created with.
	M
	Arch
	Pending

	REQ-CFG-004
	Changes to schemas shall be auditable with author, timestamp, before/after.
	M
	Compliance
	Pending

	REQ-CFG-005
	Validation rules (regex, range, enum) shall be configurable per parameter.
	M
	Arch
	Pending


5.14 Module 14: Integration Layer (Code: INT)
Description
Pluggable adapters for LinkedIn, Naukri, telephony providers, email/WhatsApp gateways, calendar (Google/Outlook), and any future sources.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-INT-001
	System shall expose an Integration Adapter SDK so new sources can be added without core code changes.
	M
	Arch
	Pending

	REQ-INT-002
	LinkedIn adapter shall support job posting and candidate search (subject to LinkedIn API constraints).
	M
	Workflow
	In Progress

	REQ-INT-003
	Naukri adapter shall support job posting and resume search (subject to provider API).
	M
	Workflow
	Pending

	REQ-INT-004
	Telephony adapter shall support outbound dialling, recording retrieval, DTMF capture.
	M
	Workflow
	In Progress

	REQ-INT-005
	Email adapter (SMTP / API) shall support templated mails and tracking.
	M
	Workflow
	In Progress

	REQ-INT-006
	WhatsApp Business adapter shall support template messaging.
	M
	Workflow
	Pending

	REQ-INT-007
	Calendar adapter (Google/Outlook) shall support slot booking, cancellation, and free-busy query.
	M
	Workflow
	In Progress

	REQ-INT-008
	All adapter calls shall be retried with exponential backoff and circuit breaker.
	M
	Arch
	Pending

	REQ-INT-009
	Adapter credentials shall be securely stored (encrypted at rest).
	M
	Security
	In Progress


5.15 Module 15: Mobile API Suite (Code: API)
Description
The same REST/JSON APIs that the web SPA consumes are exposed for the future hybrid mobile app. Phase-2 work focuses on auth (token storage), push, and offline-friendly endpoints.
Functional Requirements
	Req ID
	Requirement
	Priority
	Source
	Status

	REQ-API-001
	All business logic shall live in service classes consumed by both web and mobile via the same APIs.
	M
	Arch
	Completed

	REQ-API-002
	APIs shall use JSON with OpenAPI/Swagger documentation auto-generated.
	M
	Arch
	Completed

	REQ-API-003
	APIs shall version via URL prefix (/api/v1/...) with deprecation policy.
	M
	Arch
	Completed

	REQ-API-004
	Mobile shall use the same JWT auth as web with refresh tokens.
	M
	Arch
	Completed

	REQ-API-005
	Endpoints shall support pagination, filtering, sorting, and partial-response fields.
	M
	Arch
	In Progress

	REQ-API-006
	Mobile push notifications shall be supported via FCM/APNs (Phase 2).
	C
	Future
	Pending

	REQ-API-007
	Offline-friendly endpoints (deltas, last-modified) shall be available (Phase 2).
	C
	Future
	Pending

	REQ-API-008
	Rate limiting shall be per-token, configurable per role.
	M
	Security
	Pending




6. Non-Functional Requirements
	Category
	Requirement

	Performance
	P95 API latency ≤ 500 ms for transactional endpoints under nominal load.

	Throughput
	Support ≥ 100 concurrent recruiters and ≥ 500 concurrent AI calls in steady state.

	Scalability
	Horizontal scaling for web/API workers and call workers; stateless services behind a load balancer.

	Availability
	≥ 99.5% monthly uptime; planned maintenance windows excluded.

	Reliability
	Job/queue retries with idempotency; durable persistence of all candidate communications.

	Security
	TLS 1.2+ in transit; AES-256 at rest; JWT with rotation; secrets in a vault; OWASP Top-10 mitigated.

	Privacy / Compliance
	PII access logged; configurable data retention; right-to-erasure; India DPDP Act readiness.

	Auditability
	Every state change captured with actor, timestamp, before/after, immutable log.

	Usability
	Mobile-responsive UI; WCAG 2.1 AA accessibility target.

	Maintainability
	Modular architecture; ≥ 80% unit test coverage on core modules; documented APIs.

	Portability
	Containerized (Docker) deployment; runs on-prem or any cloud.

	Localization
	English (Phase 1); architecture supports Hindi/regional for Phase 2.

	Backup & DR
	Daily backups; RPO ≤ 24 hrs, RTO ≤ 4 hrs.

	Observability
	Centralized logs, metrics (Prometheus), tracing (OpenTelemetry), dashboards (Grafana).




7. Data Requirements
Core entities maintained by the system. Detailed schema is in the LLD.
	Entity
	Key Attributes / Notes

	User
	id, name, email, phone, role(s), status, deviceBindings[], lastLoginAt, mfaEnabled, passwordHash

	Role / Permission
	role id, name; permissions = (module, action) pairs

	Tenant / Organization
	id, name, settings

	Job (JD)
	id, title, dept, location, expRange, ctcRange, np, skills[], questions[], thresholds, status, version

	JD Parameter Schema
	version-aware metadata describing dynamic fields

	Candidate
	id, name, email, phone, source, currentCtc, expectedCtc, exp, location, np, parsedResume, status

	Application
	candidate × job, rank, score, stage (Sourced/Ranked/Round1/Round2/Customer/Offer/Joined/Rejected)

	Call
	candidate, job, attempt#, status, duration, disposition, recordingUrl, transcriptId

	Transcript
	callId, segments[start,end,speaker,text], language, confidence

	Evaluation
	callId, perAnswerScores[], totalScore, classification, dealbreakerFlag, runVersion

	Interview
	round#, scheduledAt, panel[], outcome, notes, attachments

	Communication
	channel, direction, candidate, content/templateId, status, providerMessageId, timestamps

	AuditLog
	actor, action, entity, entityId, before, after, ip, deviceId, at

	ConfigurationSchema
	name, version, fields[], validations, ownerRole

	IntegrationCredential
	provider, scope, encryptedSecret, status, expiresAt

	Notification
	user, channel, payload, status, attempts, sentAt




8. Constraints & Assumptions
8.1 Constraints
1. Deployment is on-premise (with hybrid option). Container-based deployment is required.
1. English language only in Phase 1.
1. Indian telecom regulations (DND, DLT, consent) apply to call/SMS/WhatsApp outreach.
1. LinkedIn/Naukri integrations are bound by their terms of service and API limits.
1. Budget and timelines are constrained to a single development team of 4-6 engineers.
8.2 Assumptions
1. The organization will provide accounts for telephony, WhatsApp Business, email, calendar.
1. Speech-to-text and AI scoring vendors will be selected during HLD finalization.
1. Initial user count fits within commodity hardware footprints (≤ 200 users, ≤ 5,000 candidates/day).
1. Customer hiring managers will access shortlists through secure web links (no separate native portal needed in Phase 1).


9. Acceptance Criteria
Each requirement has its own Test Cases in the Test Plan document. The following module-level acceptance criteria provide a quick check.
	Module
	Acceptance Criteria

	AUTH
	Admin can create user, assign role, enable device-binding; logins from non-bound devices are blocked; audit log records the events.

	DASH
	Each role sees its own dashboard; widgets configurable; data refreshes; drill-down works.

	JD
	Manager creates JD with custom fields; Admin adds a new parameter; JD posts to LinkedIn/Naukri/self-portal; versioning works.

	SRC
	Candidates ingested from each source land in a single normalized Candidate; CV parsing populates expected fields; duplicates merged.

	RANK
	Ranking runs on ingestion; per-parameter scores stored; weights editable; re-rank works.

	OUT
	Email/WhatsApp/Call outreach triggered; responses captured; dispositions recorded; calendar slot captured for next round.

	R2
	Round-2 schedule created; calendar invites sent; structured feedback captured; filtered-list 2 produced.

	R3
	Shortlist shared; customer can pick; final interview scheduled; bot generates notes; final result recorded.

	AIC
	Calling window honored; queue dispatches calls; retries respect backoff; multi-job parallelism works.

	AIF
	Greeting → identity → eligibility → technical → follow-ups → close path completes; recording stored with consent.

	AIE
	Each answer scored; classifier produces Eligible/Review/Not Eligible; dealbreakers shortcut; reasoning text generated.

	REP
	Per-candidate PDF generated; dashboard updates; recruiter notified on cycle complete; exports work.

	CFG
	New JD parameter added without deploy; schema versioning preserves historical records.

	INT
	Each adapter retries on failure with backoff; credentials encrypted; circuit breaker opens after repeated failures.

	API
	OpenAPI doc generated; pagination/filter/sort work; rate-limit enforced.




Technology & Tools
The Indovision TA ATS will be built on a focused, production-proven technology stack optimized for recruitment workflows, AI-driven candidate matching, and full compliance with India's Digital Personal Data Protection (DPDP) Act, 2023.
Frontend
· React.js (v18+) with TypeScript – Component-based, type-safe UI for the recruiter portal and candidate career site
· Next.js – Server-side rendering for fast, SEO-friendly career pages
· Tailwind CSS – Consistent, responsive design system
· React Hook Form + Zod – Form handling and validation for application and recruiter workflows
Backend
· Node.js with NestJS – Core ATS APIs (jobs, candidates, applications, workflows)
· Python (FastAPI) – Microservices for AI modules (resume parsing, candidate matching, screening)
Database & Storage
· PostgreSQL – Primary relational database for structured ATS data
· Elasticsearch – Boolean and semantic search across resumes and candidate profiles
· Redis – Caching, session management, and job queues
· AWS S3 (Mumbai region – ap-south-1) – Resume and document storage, hosted within India to meet DPDP data localization expectations
AI / Machine Learning
· spaCy + Hugging Face Transformers – Resume parsing, entity extraction, skill tagging
· Anthropic Claude API / OpenAI GPT – JD generation, candidate-job matching, recruiter copilot
· LangChain – Orchestration layer for LLM workflows
Integrations
· Job Boards – Naukri, LinkedIn, Indeed, Shine
· Email & Calendar – Gmail API, Microsoft Graph (Outlook), Google Calendar
· Video Interviews – Zoom, Microsoft Teams, Google Meet
· Communication – Twilio (SMS/WhatsApp Business), SendGrid (email)DevOps & Infrastructure
· Cloud – AWS (Mumbai region – ap-south-1) for in-country hosting
· Docker + Kubernetes (EKS) – Containerized, scalable deployments
· GitHub Actions – CI/CD pipelines
· Datadog – Monitoring, logging, and alerting
Security & DPDP Act, 2023 Compliance
The platform is architected from the ground up to comply with the Digital Personal Data Protection Act, 2023 (India), ensuring lawful, transparent, and secure processing of personal data of Data Principals (candidates and employees).
	DPDP Requirement
	How the ATS Addresses It

	Lawful Basis & Consent
	Granular, purpose-specific consent capture at the point of application; clear consent notice in English and regional languages; consent versioning and audit trail

	Notice to Data Principal
	Transparent privacy notice describing categories of data collected, purpose, retention period, sharing parties, and Data Principal rights

	Data Minimisation
	Only role-relevant fields collected; configurable application forms to avoid over-collection

	Purpose Limitation
	Data tagged by purpose (recruitment, BGV, onboarding); access controls enforce purpose-bound usage

	Data Localisation
	All personal data stored on AWS Mumbai (ap-south-1); no cross-border transfer without explicit consent and Data Protection Board notification

	Data Principal Rights
	Self-service candidate portal for: right to access, right to correction, right to erasure ("right to be forgotten"), right to grievance redressal, and right to nominate

	Consent Withdrawal
	One-click consent withdrawal; automated downstream purge from active systems within defined SLAs

	Retention & Erasure
	Configurable retention policies per data category (e.g., rejected candidates auto-purged after 365 days); cryptographic deletion from primary and backup stores

	Security Safeguards
	TLS 1.3 in transit, AES-256 at rest, field-level encryption for sensitive fields (PAN, Aadhaar, DOB); RBAC + MFA for all recruiter logins

	Breach Notification
	Automated incident detection; defined 72-hour notification workflow to the Data Protection Board of India and affected Data Principals

	Data Protection Officer (DPO)
	Dedicated DPO contact published in the privacy notice; in-platform grievance ticketing routed to DPO

	Audit & Accountability
	Immutable audit logs of all data access, modifications, exports, and consent events; retained for 3 years for regulatory inspection

	Children's Data
	Age verification at signup; processing of minors' data blocked by default unless verifiable parental consent is captured

	Significant Data Fiduciary Readiness
	Architecture supports Data Protection Impact Assessments (DPIA), independent audits, and algorithmic transparency reporting


Additional security controls:
· Authentication – SSO via Okta / Azure AD, OAuth 2.0, mandatory MFA for recruiters
· Authorization – Role-Based Access Control (RBAC) with least-privilege defaults
· Vulnerability Management – Snyk, SonarQube, and quarterly third-party VAPT
· Certifications Roadmap – ISO 27001 and SOC 2 Type II within 12 months of launch
Analytics & Reporting
· Metabase – Recruiter dashboards and hiring funnel analytics
· Google Analytics 4 – Career site behavior (cookie consent-gated, DPDP-compliant)
Collaboration
· GitHub – Source code management
· Jira + Confluence – Sprint planning and documentation
· Figma – UI/UX design
10. Glossary & Appendix
Refer to Section 1.4 for acronyms. Detailed glossary, sample JSON payloads, and parameter catalogs are maintained in the LLD and as living references in the source repository under /docs.
10.1 Requirement Coverage Notation
Requirements use the prefix REQ-<MODULE>-<NNN>. Traceability to HLD/LLD/Code/Test is maintained via the Traceability Matrix in the Test Plan document.
10.2 Change Log
	Version
	Date
	Description

	1.0
	May 20, 2026
	Initial baseline. Module-wise functional requirements, NFRs, and acceptance criteria captured.

	1.1
	May 21, 2026
	Points added in Candidate Sourcing & CV Ingestion, reporting and notification section, a new section added named technology & tools. 
These new points yellow colored. 





Implementation Status Update & Roadmap — August 2026
This addendum records the current implementation status and the forward delivery roadmap as of August 2026. It supplements the module requirement tables above. A companion document, 'TA-ATS_Roadmap_and_Status_Aug2026.docx', contains the full module-by-module breakdown.
Overall snapshot (128 tracked requirements): ~58 Completed, ~37 In Progress, ~33 Pending.
Recently delivered
•  Candidate outreach: Email + WhatsApp (send2.digital approved template, multi-variable) + SMS via a unified Notify modal; auto-generated status-change emails on pipeline moves.
•  DPDP-style PII masking (phone/email) in list views with reveal-on-click + audit; full values only in detail/edit.
•  Server-side pagination + search/filters for Candidates, Jobs, Clients and Users.
•  Public careers portal: responsive landing + job list/detail, one-click apply, non-enumerable UUID / short encrypted job URLs, LinkedIn share with auto-generated Open-Graph banner.
•  OpenCATS-style candidate attachments (multiple files, primary résumé, private storage, signed download).
•  JD approval workflow (submit -> hiring-manager approve/reject with emailed deep links) and tabbed JD viewer with export.
•  UI/UX: unified loader, responsive navbar with left drawer, mobile-optimised search and candidate profile header.
Remaining / to add
•  AI Calling Engine: telephony provider integration, automated retry/IVR, call recording.
•  AI Interview Flow: STT capture, question branching, live transcript, dealbreaker detection.
•  AI Evaluation Engine: transcript-based scoring and structured per-candidate evaluation report.
•  Integrations: Naukri sourcing adapter, telephony gateway, Google/Outlook calendar sync for Round 2/3.
•  Auth hardening: device binding for restricted users, MFA/SSO.
•  Reporting: scheduled/emailed reports and richer exports.
•  Phase 2 mobile: hybrid iOS/Android app on the existing REST API, FCM/APNs push, offline sync.
Delivery roadmap
Now (0–1 month) — finish Phase 1 core:
•  Stabilise production deploy; commit outstanding work.
•  Complete Round 2/3 interviewer scheduling + calendar invite.
•  Finalise CV ranking weight-tuning UI.
Next (1–3 months) — AI + integrations:
•  Telephony + AI Calling Engine (retry/IVR, recording).
•  AI Interview Flow (STT, branching, transcript).
•  Naukri adapter; Google/Outlook calendar sync.
Later (3–6 months) — evaluation, reporting, hardening:
•  AI Evaluation Engine (transcript scoring + dealbreakers).
•  Scheduled/emailed reports, advanced analytics.
•  Device binding, MFA/SSO.
Phase 2 — Mobile:
•  Hybrid mobile app on the existing API suite, push notifications, offline sync.
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